
IEEE Communications Magazine • July 201712

Guest editorial

Computers and open communication networks have 
become increasingly interwoven with our daily lives 
and have profoundly changed our societies. While 

this has significantly increased people’s well being, our grow-
ing dependence on an increasingly pervasive, complex, and 
ever evolving network infrastructure also poses a wide range 
of cyber security risks with potentially large socio-economic 
impacts. For example, the increasing number of ill-secured 
networked devices in combination with growing network 
capacities enables miscreants to launch disruptive distributed 
denial of service (DDoS) attacks, such as the 1.2 Tb/s botnet 
attack on Dyn of late 2016. 

Within this context, network traffic measurements and 
monitoring have become a crucial line of research. It enables 
us to enhance our understanding of cyber security threats 
and use this knowledge to develop new ways to detect and 
mitigate them. Example applications of network measure-
ment research include the analysis of how malicious software 
proliferates and operates, and how it exploits users’ behavior, 
assessments of the effectiveness of cyber security counter-
measures, of the “badness” of Internet service providers, and 
estimations of the revenues of cyber criminals.

The aim of this Feature Topic is to further increase the 
ComSoc community’s understanding of the current evo-
lutionary state of cyber threats, defenses, and intelligence. 
To accomplish this, we brought together nine high-quality 
papers that discuss the latest results of academic and industry 
researcher. 

In the first article, “Demystifying DDoS-as-a-Service,” Zand 
et al. present their analysis of 17 providers of DDoS-as-a-ser-
vice (DaaS). The authors used various measurements and, 
for instance, discovered that the DaaS providers used a mix 
of traditional and application-level DDoS attacks that often 
existed for only a short period of time, and often executed 
their attacks through the DNS protocol. 

Sood et al. analyze the properties of botnet command 
and control (C&C) panels in their article, “Cybercrime at a 
Scale: A Practical Study of Deployments of HTTP-Based Bot-
net Command and Control Panels.” The authors analyze the 
URLs of over 9000 HTTP-based C&C panels and, based on 
their findings, make several recommendations, such as mon-
itoring for TOR traffic and non-standard HTTP ports because 
they are typically used to communicate with bot clients. 

The third article, “Traffic-Aware Patching for Cyber Secu-
rity in Mobile IoT,” proposes a novel traffic-aware scheme to 
patch important intermediate nodes based on the traffic vol-
umes to prevent major security exploits in Internet of Things 
(IoT) devices with limited patching resources in order to limit 
malware propagation. 

The next article, “Characterizing the HTTPS Trust Land-
scape: A Passive View from the Edge,” discusses current 
shortcomings in the different trust relationships between par-
ties involved in secure HTTPS transactions that affect the 
security of online users. 

The fifth article, “Scalable Traffic Sampling Using Central-
ity Measures on Software-Defined Networks,” proposes traf-
fic measurement which can be achieved by using a packet 
sampling method that captures data packets at switches and 
steers them toward, for instance, an intrusion detection sys-
tem (IDS) on software-defined networks (SDNs).

In the article “Quiet Dogs Can Bite: Which Booters Should 
We Go After, and What Are Our Mitigation Options?,” San-
tanna et al. provide another interesting viewpoint of DDoS-
as-a-service. Through a number of measurements, they show 
that there are several DaaS providers that are under the radar 
of security initiatives, even advertising high attack power with 
low price and very popular, and discuss their potential mitiga-
tion techniques different entities.

In the next article, “Measuring the Energy Consumption 
of Cyber Security,” Caviglione et al. measure energy con-
sumption of popular cryptographic algorithms with different 
parameters (i.e., key length, loads, and operation modes) and 
scenarios (i.e., end nodes and network devices). From the 
measurements, they provide insights; for example, software 
optimization could play a major role in energy savings.

In the article “On Understanding the Existence of a Deep 
Torrent,” Rodriguez-Gomez et al. suggest a new concept of 
“Deep Torrent” that indicates torrents that are available in 
BitTorrent but cannot be found by means of public websites 
or search engines. They show by the measurement of their 
crawler that the estimated size of Deep Torrent is 67 percent 
of the total number of resources shared in the BitTorrent 
network.

Finally, the article “Toward Stream-Based IP Flow Analysis” 
discusses stream-based IP flow analysis, in which IP flows are 
processed and analyzed in data streams immediately after 
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an IP flow is observed. The authors then explain how this 
approach can benefit real-time network security analysis and 
improve situational awareness.

We are confident that readers will enjoy this Feature Topic 
and will find the articles interesting. In addition, we also hope 
that the presented results will stimulate further research in 
this important area of information and network security.

We would like to express our thanks for the support and 
help of Osman Gebizlioglu, Editor-in-Chief of IEEE Commu-
nications Magazine, Joseph Milizzo of the ComSoc staff, the 
leading researchers contributing to the Feature Topic, and 
the excellent reviewers. 
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